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Bl Denservecioma | Qenst soneronz |28 antecutgon ano Doen [EHim |
-;_ﬂ net1000024 | [ Emad_Server_pwiz |E'riw [E'w (8] wog. |
L] Emod_Sarver DMZ | dpk et 1000.00-24 | 28 smip-sncoming-emed () accept [m] Log |
jﬂ Emad_Server DMZ | 3o net-40.0.00:24 ) (33 scoept Log |
B ionoea Qe s 0 momebsenerapbd | @occet [ oo |
| - [T = P & toomebsonerdommiond | @occert | [H] Lon |
n Ak k4000024 B e Server T faatip-acon (P occept (2] Log |
nlirm-tmnm % Any iEhﬂn D occopt [m] Lo |
B Qcrer Qe [ @
-@ Na Mame Type Source
!2 @1 CMZ Access User any
&2 Web to App User @ 1721610111721
&3 App to DB User @ 192.168.10.11-192...
& 4 DMZ LDAP, NTP, and DNS User @ 172.16.10.1/24
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Destination

9 1721610111721

@ 192.168.10.11-192..

@ 192.168.30.10

© 172.165.40.1724

+

DMZ interface

@@ ary

ae:ip

& Deny

Proto  Source Port  Destination  Port  Description
UDP DMZ net * 192.168.1.2 53 Perrnit DMZ Lo primary
(DMNS) DMS server
LDP DMZ net i 192,1658.1.3 53 Permit DMZ ko
(DMN3) secondary DMS server
TCP - Configuration > Firewall > Access Rules —_— |
zfﬁdlt il Delete # & % B @ - Q Find [=3 Diagram g Export ~ (9 Clear Hits £
LIDP # Enabled Source [hestinstjon Service Achion F
= J# DMz (2 imlict incorming rules)
” 1 &P any & Anw less secure e, 1R 0D & Permik
L3 &P any @ any IF-ip & Deny
— = B inside (2 implick incoming rules)
@@ Any less secure ne.,, IE i W Perrik
Saervice Action
@ any 1 ip @ Deny
[ HTTPS Accept
[ HTTP @ Ay less secure ne.,, 1 ip o Perrik
. @ any £ & Deny
[ Tomcat Accept
™ 192.165.5.3 EE- STiEp W Permit
i MysaL (e # 192.165.5.5 1t https o« Permit
any Accept .
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IPv4 =% IPv6 IPv4 3¢ IPV6 $itik, "TAREAMIE, TR — kbt

Datacenter #i#& | vCenterfDatacenter/E%. #NI%i&EFFiZDatacenterA

s Fr B R/ E R

Cluster &8 vCenterfJ Cluster B%. HN4:&M Tz ClusterFiB#Y
)i 0) AUV A TS

Network FXI%& vCenterfJ Network (vSwitch) B1. HNYEERF1ZM%&HA

PR BRI F B R RE UL EE R

Virtual App EE#
App

vCenter B VAPP Bif. ¥NI%:&ERTizvAppR BT B IR
BN E M+

Resource Pool
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TCP, UDP, Oracle_TNS, FTP,
SUN_RPC_TCP, SUN_RPC _UDP.
NBNS BROADCAST,

NBDG BROADCAST, ICMP, IGMP,
IPCOMP, IPV6ROUTE, IPV6FRAG,
IPVGICMP, IPV6NONXT, IPV6OPTS,
RSVP, GRE, ESP, AH, L2TP, SCTP,
IPv4, ARP, X25, LLC, FR_ARP, BPQ,

DEC, DNA_DL, DNA_RC, DNA_RT, LAT,

DIAG, CUST, SCA, TEB, RAW_FR,
RARP, AARP, ATALK, IEEE_802_1Q,
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@ Built-in Services
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Server Activity Monitoring VPN (IPSEC, SSL)
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Third-party Services
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Prevention
Security Policy Vulnerability Identity and Access
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Hybrid Cloud
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